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Abstract

There are many kinds of control networks which have
been used in various non-IP network areas, such as BA
(Building Automation), FA (Factory Automation) and PA
(Process Automation). Recently, many control network
technologies have been introducing IP (Internet Protocol)
and Ethernet for cost/capabilities benefits. IPv6, in par-
ticular, can be a driving force for the movement. How-
ever, it can influence entire architectures of control network
technologies because it can invalidate implicit premises, i.e.
closed networks, which have contributed to the dependabil-
ity of the systems. This paper review the issues of control
networks when introducing IP, and shows that IPv6 is cru-
cial.

1. Introduction

Control networks are different from IP (Internet Proto-
col) with regard to their history, purposes and technolo-
gies. There are numerous technologies of control networks,
e.g. FOUNDATION fieldbus [6], PROFIBUS [19], MOD-
BUS [13], BACnet [1] and LonWorks [5], which have been
used in various non-IP network areas, such as in BA (Build-
ing Automation), FA (Factory Automation) and PA (Pro-
cess Automation), which have different requirements (see
Fig. 1). Multiple technologies also coexist within a single
system usually because the system’s requirements are di-
verse. Their networks have been closed ones which have
contributed to system’s dependability.

Many control network technologies have been introduc-
ing IP (Internet Protocol) and Ethernet recently e.g. FOUN-
DATION fieldbus HSE, PROFInet, MODBUS/IP and BAC-
net/IP, which improves their cost and capabilities. IPv6, in
particular, can be a driving force for the movement espe-
cially. However, it can also potentially influence their entire
architecture. For example, if the prerequisite condition of
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- Controlling process plants:

oil, chemical, medical, iron, paper, etc.

- Need highly reliability, explosion-protection

- Assured response time: 100 msec - 1 sec

PA

- Controlling manufacturing tools in factories:

NCs, robots, assembling machines/lines, etc.

- Cost > Reliability

- Assured response time: 1 msec - 10 m sec

FA

- Controlling devices in buildings: 

lights, security, air conditioning, elevators, etc.

- Assured response time: 100 msec - 1sec

BA

Figure 1. Applications

a closed network is invalidated, unexpected traffic will ap-
pear in the control network which influences QoS (Quality
of Service) of the network. If unexpected traffic includes
malicious packets, it will influence the security of the net-
work. In the next section, we summarize issues of control
networks when introducing IP and Ethernet.

2. Issues of Control Networks

2.1. Protocol Architecture

Several control network technologies, e.g. BACnet/IP
and MODBUS/IP, introduced IP not to the network layer but
to the link layer (see Fig. 2), which cannot use the network
layer capability of IP, e.g. IP routing. In other words, those
technologies are not fully inter-operable with IP. Users who
need inter-operability among control network technologies,
e.g. [14], have to depend upon gateways which always have
drawbacks, e.g. cost, protocol intransparency and potential
points of failure. Therefore, a control network technology
should fulfill the following requirements when introducing
IP: 1) being inter-operable with other control network tech-
nologies, 2) inheriting user data of the control network tech-
nology, 3) being fully inter-operable with IP and 4) sharing
important capabilities among other control network tech-
nologies.
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Figure 2. Network architecture of BACnet

The following are proposals to enable the above require-
ments. First, control network technologies should introduce
IP, especially IPv6 (see in Section 2.2), as the network layer.
Second, functionalities of the control network technologies
should be considered as the application layer. Third, capa-
bilities which should be common among control network
technologies are implemented below the application layer.
The capabilities discussed in this paper are also addressed
there.
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Figure 3. Proposed network architecture

2.2. Network Topology

Network topology of control networks is simple because
of their requirement of high availability and the limited ca-
pability of their network technologies. In the former case,
dual ring topology based upon a token passing mechanism,
e.g. FDDI (Fiber Distributed Data Interface), is common if
high availability is required. They can use non-ring topol-
ogy when introducing Ethernet. However, the protocol of
redundancy is dependent upon their topology, e.g. RPR
(Resilient Packet Ring, IEEE802.17) for ring topology and
RSTP (Rapid Spanning Tree Protocol, IEEE802.1w) for
non-ring. Therefore, the network topology must be chosen
according to the requirements of the system and the limita-
tions of the technologies used. The history that many LANs
(Local Area Network) have been changed from FDDI to
Ethernet may be useful for cases of control networks.

In the latter case, IP makes control networks scalable.
Multiple technologies can be interconnected in LAN and
multiple sites separated geographically can be connected
with WAN (Wide Area Network), e.g. the Internet. Those
important requirements have been raised, but not been ful-
filled yet. At this moment, IPv4 and private addresses are
used for the partial solution which requires NAT (Network
Address Translation). NAT harms the scalability, the sim-

plicity and the operational cost of the systems as consid-
ering long-term solutions. Therefore, IPv6 is essential for
introducing IP because of its huge address space.

2.3. Network Security

Security of control networks have not been considered
sufficiently. For example, current specifications of FOUN-
DATION fieldbus and MODBUS do not mention security.
BACnet has the capability of network security, however,
which is insufficient [9, 22]. Improvement is on-going [20].
Security of LonWorks supports only server authentication
using challenge and response before starting a session. The
security of LonWorks is weaker than BACnet because mu-
tual authentication and packet based security, i.e. authenti-
cation, integrity and confidentiality, are not provided.

Control networks must be concerned with security as
much as IP networks do because security incidents have
occurred on control networks, and there are concerns for
safety of social infrastructure [3, 7, 17]. This section de-
scribes security about unicast/multicast and against DoS
(Denial of Service) attacks.

2.3.1 Unicast

Security is being reconsidered in many control network
technologies recently [18, 20]. The common idea is to
rely on the firewall model which assumes specific network
topology. However, recent incidents of computer virus
show that the firewall model is not always a complete so-
lution. It is challengeable to manage security of norma-
tive devices with firewalls. Wireless technologies can ex-
pose network traffic behind firewalls easily. Therefore,
end-to-end security mechanisms which do not need to as-
sume any specific network topology are necessary. How-
ever, the small embedded devices commonly used in control
networks have limited computational performance because
of their restricted requirements of cost, physical size and
power consumption. Therefore, the security mechanism for
control networks should not overload small devices.

The authors are proposing a security architecture [15]
which can meet the above requirements. That is based upon
IPsec [11] and KINK [21] which can enforce security inde-
pendent of applications and can be suited to limited compu-
tational performance as it does not use the public key cryp-
tography.

2.3.2 Multicast

Multicast is necessary because several control network
technologies have already used the capability with their own
network layers, e.g. discovering nodes or services, control-
ling a set of devices at once. However, multicast security is
challengeable [12]. Most difficulty is caused by dynamism



of multicast group, allowing nodes to enter/leave the multi-
cast session without the permission or knowledge of other
nodes. Many issues resulting from the difficulty can be ab-
stracted into the issues of key distribution and management.
There is no unified solution which can suit a variety of mul-
ticast applications. Therefore, multicast applications used
by control network technologies should first be studied be-
fore discussing a multicast security mechanism.

2.3.3 Denial of Service Attacks

In the case of control networks, the damage caused by DoS
can be serious. For example, it would take about a week
to restart a huge process plant if it were stopped acciden-
tally, and cause a huge financial loss while the plant is
stopped. DoS against plants are becoming real, but closed
networks and firewalls, which are the common countermea-
sures, are far from a complete solution. Desired counter-
measures against DoS should fulfill the following require-
ments: 1) It protects the bandwidth of the network and CPU
power of end nodes, i.e. servers and devices, in control net-
works. 2) Protecting mechanism should not be run in the
devices because their performance and resources are lim-
ited. The devices may have ACL (Access Control List),
however, which is far from the counter measure. Their lim-
ited CPU resources will be consumed with ACL processing
when facing DoS. 3) In critical systems, programs/data of
devices are updated infrequently, e.g. once every few years.
It is not allowed for devices to update their programs/data
autonomously. It means that devices can not get up-to-date
signatures of malicious packets or something timely.

For the above reasons, it is better to protect DoS by net-
work, i.e. routers and switches, than by end nodes. In criti-
cal systems, network traffic is predictable because the entire
system includes networks have been designed carefully (see
Section 2.5). Therefore, it can not be difficult to detect/drop
the flow of DoS (see Figure 4). sFlow [16], SNMP [4], Diff-
serv [8], IEEE802.1p and packet filtering can be candidates
for the solution.
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controlling traffic

Control network

Router/switch

Router/switch
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Figure 4. A counter measure against DoS at-
tacks

2.4. Redundancy

The redundancy of a system is composed of 1) networks,
2) points of contact betwee networks and end nodes, 3)
end nodes. Critical systems have often used redundant
ring topologies and applications which are aware of specific
technologies of redundancy (see Figure 5). In other words,
1), 2) and 3) have been coupled tightly.

The systems should use redundancy technologies which
are common among switches and routers when introduc-
ing IP. The technologies of layer 2 are more suitable to
1) than the ones of layer 3 when considering assured re-
sponse time described in Table 1. For example, Port
Aggregation(IEEE802.3ad), RSTP(Rapid Spanning Tree
Protocol, IEEE802.1w) and RPR(Resilient Packet Ring,
IEEE802.17) can be the candidates for the solution. For
2), network interfaces which are aware of 1) are necessary.
3) should also be aware of 1) and 2).

2.5. Quality of Service

The management of network bandwidth is important for
highly reliable systems. To achieve this goal, for example,
applications have been designed not to excess their given
bandwidth (see Figure 5). Other example is that commu-
nications are scheduled by arbiters with a token of appli-
cation layer (see Figure 6). The common presupposition,
i.e. every device should keep its role and there should be
no unknown device, will be broken if the networks are not
closed. It can be a counter measure to enforce QoS policy
on the network, i.e. routers and switches, with Diffserv or
IEEE802.1p if the traffic of the system is predictable. The
granularity of identifiable flow can be coarse resulting from
IPsec which hides information above the IP layer, i.e. port
numbers, upper layer protocol and data. However, it can
be solved if the end nodes specify DSCP (DiffServ Code
Point) in their outgoing packets, described in [2].
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Figure 5. An example of QoS

2.6. Hard Real-time

Hard real-time of a system has two kind of factors, i.e.
one is end node and the other is network. The former, real-
time OS or hardware architecture, is beyond the scope of
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this paper. It is inevitable to define the scalability of the
system, i.e. within LAN or multiple LANs connectied with
WAN when discussing the latter. At this moment, LAN
seems reasonable for control networks. However, WAN will
have to be considered in the future because the performance
of WAN is being improved rapidly.

2.7. System Operation

Network operation, i.e. operation of routers and
switches, is inevitable when introducing IP. However, oper-
ators of control systems should not be expected to network
operators. Therefore, network management tools should ab-
stract network operation to help them.

Other operational issue is the installation cost if there are
a huge number of devices. Current control systems, which
did not introduce IP, have already faced this issue. The auto-
configuration mechanism of IPv6 is necessary for this issue.
However, it is not enough. The authors are studying an au-
tonomous bootstrap mechanism [10] which is based upon
IPv6 and [15].

2.8. Network Emulation and Simulation

If a system uses network capabilities described in Sec-
tion 2.3, 2.4, 2.5 or 2.6, it is necessary to evaluate and
verify the capabilities. Part of the activity should be done
without actual systems or networks because actual sys-
tems/networks are not readily available for those purposes.
Therefore, network simulation and emulation is important.

3. Summary

It brings the benefit of cost and capabilities to introduce
IP to control systems. However, it can invalidate implicit
premises which have contributed to the dependability of the
systems. This paper review the issues of control networks
when introducing IP, and shows that IPv6 is crucial. The is-
sues are network topology, security, QoS, redundancy, net-
work measurement, traffic control, hard real-time, system
operation and network simulation/emulation.
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