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Abstract

There are many kinds of control networks which have
been used in various non-IP network areas, such as BA
(Building Automation), FA (Factory Automation) and PA
(Process Automation). These do not incorporate reason-
able security mechanisms as they have been mainly used
for closed networks. Recently the security of control net-
works is becoming important because of the popularization
of the Internet, the deployment of wireless technologies and
the security requirements of such infrastructures. Control
networks require security mechanisms which 1) enable end-
to-end security that do not depend upon specific network
topology, 2) work with multiple control network technolo-
gies, and 3) are suited to small embedded devices commonly
used in control networks. This paper shows security mech-
anisms which can meet the above requirements, assuming
that IP is applied to the control networks.

1. Introduction

Control networks are different from IP (Internet Proto-
col) with regard to their history, purposes and technologies.
There are numerous technologies of control networks, e.g.
FOUNDATION fieldbus1 [6], PROFIBUS2 [24], MOD-
BUS 3 [20], BACnet4 [1] and LonWorks5 [5], which have
been used in various non-IP network areas, such as BA
(Building Automation), FA (Factory Automation) and PA
∗This research is supported/funded by the Ministry of Internal Affairs

and Communications of Japan.
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2PROFIBUS is a registered trademark of PROFIBUS International.
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(Process Automation). Multiple technologies coexist within
a single system usually because the system’s requirements
are diverse. Security of control networks have not been con-
sidered sufficiently. For example, current specifications of
FOUNDATION fieldbus and MODBUS do not mention se-
curity.

BACnet has the capability of network security, however,
which is insufficient [14, 29]. First, no symmetric key cryp-
tography except DES is supported. Second, the authenti-
cation protocol is vulnerable to man-in-the-middle attacks,
type flaws, parallel interleaving attacks, replay attacks and
implementation dependent flaws. Third, key management
is not well defined. Improvement is on-going [25].

Security of LonWorks supports only server authentica-
tion using challenge and response before starting a session.
The security of LonWorks is weaker than BACnet. First,
servers (or responders as the manner of peer-to-peer) can
not authenticate clients (or initiators). It is not difficult
to impersonate clients. Second, the communication does
not provide authentication, integrity and confidentiality of
packets. It is far from network security. To be fair, the
issues mentioned remain potential before LonWorks intro-
duces IP/Ethernet.

The reasons why those technologies have not supported
security sufficiently are the following. a) Original ideas of
control networks are to extend their control buses. b) They
have been installed in closed networks. c) Control networks
have been unfamiliar technologies.

However, a control network must concern itself with se-
curity as much as an IP network does for the following
reasons. First, they introduce IP as a transport technol-
ogy, e.g. FOUNDATION fieldbus HSE, PROFInet, MOD-
BUS/IP and BACnet/IP, to be connected with IP networks
easily. Second, wireless technologies expose traffic of
closed networks to the public space. Third, security inci-
dents have occurred on control networks, and there are con-



cerns for safety of social infrastructures [2, 8, 22].
We beleive that security mechanisms for control net-

works must satisfy the following three requirements.

1. Security is being reconsidered in many control net-
work technologies recently [23, 25]. The Common
idea is to rely on the firewall model which assumes
specific network topology. However, recent incidents
of computer virus show that the firewall model is not
always a complete solution. It is challengeable to man-
age security of normative devices with firewalls. Wire-
less technologies can expose network traffic behind
firewalls easily. Therefore, end-to-end security mech-
anisms which do not need to assume any specific net-
work topology are necessary.

2. As described above, any control system uses multi-
ple control network technologies, which introduce IP
as a transport technology. In another words, control
network technologies can be applications. Therefore,
security mechanisms for control networks should be
implemented below those applications, i.e. in middle-
ware or IP layer, to work with every technology

3. The small embedded devices commonly used in con-
trol networks have limited computational performance
because of their restricted requirements of cost, phys-
ical size and power consumption. Some devices will
have a more powerful CPU in the future. At the same
time, low-power CPUs will survive because choice of
CPU depends upon not only cost or performance but
also power consumption which has an impact against
battery operation or bus width which has an impact
against circuit size. Therefore, the security mecha-
nism for control networks should not overload small
devices.

This paper shows security mechanisms which meet the
above three requirements. This paper evaluates popular
cryptographic algorithms in Section 2, cryptographic hard-
ware in Section 3, IPsec performance in Section 4, IPsec’s
key exchange protocols in Section 5 and shows brief ex-
planation about key exchange protocol KINK in Section 6,
proposes a security architecture in Section 7, and shows re-
lated work in Section 8.

2. Performance of Cryptography

The computational cost of cryptography must be reason-
able for low-end CPUs, i.e. 8-bit or 16-bit CPUs, which are
common among control networks. In this section we esti-
mate the computational cost of RSA (the RSA algorithm)
which is usually used for authentication, DH (the Diffie-
Hellman key exchange) which is usually used for generat-
ing session keys, and symmetric key cryptography and hash

functions which are usually used to provide data with pri-
vacy and integrity for protecting communications.

First, Figures1 and 2 show the encrypting/decrypting
time of RSA run on a 16-bit CPU, i.e. H8/3048 (Rene-
sas Technology Corp.) which is a popular low-end CPU
in Japan.6 This program was a part of GnuPG 1.0.7 [10]
which was ported to the CPU. Please note that encrypting
time is relative to data size, whereas decrypting time is con-
stant because encrypting time does not include the padding
specified by PKCS#1 [16] for showing the essential com-
putational cost of RSA, while decription time must include
padding. The figures show that it takes several minutes to
decrypt a secret. There is another performance study of the
public key cryptography on 8-bit CPU [11] whose results
are shown in Table 1. The figures and the table show that
RSA can not be suited to low-end CPUs even though there
is room for optimization in GnuPG.
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Figure 1. Encrypting performance of RSA
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Figure 2. Decrypting performance of RSA

Second, Figure 3 shows the performance of DH run on
H8/3048. This estimation uses MODP (modular exponen-
tiation) groups, which is required by IKE (the Internet Key

6http://www.assoc.tron.org/jpn/research/data/survey2003J.pdf



Table 1. Another estimation of RSA perfor-
mance [11]

N/A1.94Encryption2048

106.6610.99Decryption

1024

key 
length

(bits)

N/A83.26Decryption

> 4.480.43Encryption

CC1010 @ 
14.756MHz

(sec.)

ATmega128 @ 
8MHz

(sec.)

Exchange) [12], rather than elliptic curve groups, which are
not mandatory for IKE, because IKE is a candidate for a
part of our proposed security system (see Section 5). The
processing time in the figure is the sum of the generating
time of a DH pair (a secret value and a public value) and the
generating time of a DH shared value for each bit length of
prime numbers. However, it excludes the generating time
of the prime number and the primitive root number. This
program is an original code based upon arithmetic libraries
in GnuPG 1.0.7 [9]. The figures show that it takes several
minutes for DH processing. We can derive a supposition the
same as the case of RSA by [11] because the MODP func-
tion, which consumes the computational power of the CPU,
is common between RSA and DH. Therefore, DH can not
be suited to low-end CPUs even though there is room for
optimization in our DH.
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Figure 3. Performance of DH exchange

Third, Figure 4 shows the performance of symmet-
ric key cryptography (AES-128 and 3DES) runs upon a
8051-compatible 8-bit CPU, i.e. DS80C390 (Maxim/Dallas
Semiconductor). The 8051 architecture is also a popu-
lar low-end CPU. Figure 5 shows the performance of hash
functions (MD5 and SHA1). These programs are original

code written in assembler. Figure 4 shows that it takes sev-
eral seconds to encrypt/decrypt 1000 bytes of data. Figure 5
shows that it takes about one second to generate a hashed
value from 1000 bytes of data. There are other performance
studies for low-end CPUs, [4] for AES and [7] for MD5
and SHA1. Both studies show that our code of symmetric
key cryptography and hash functions have much room for
optimization. Therefore, low-end CPUs can achieved rea-
sonable throughput if the right CPU and algorithms are cho-
sen and the algorithms are implemented carefully. Figure 4
and Figure 5 are still useful because of supposing the per-
formance and overhead of IPsec by both figures (see Sec-
tion 4).
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Figure 4. Performance of symmetric key cryp-
tography
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Figure 5. Performance of hash functions

3. Cryptographic Hardware

There are several reasons to introduce cryptographic
hardware, e.g. to reduce the code size, to assign more CPU
power to applications than to communications or to assure



Table 2. Another estimation of AES perfor-
mance [4]

48780 clocks / 36.864MHz

* 64 blocks = 84.7 msec

4065 cycles * 12 clocks/cycle

= 48780 clocks

DS80C390 equivalent 
performance

(the case of 1024 bytes data)

Benchmark

Table 3. Another estimation of hash functions
performance [7]

64

62-80

Size

(bytes)

7.77731.107SHA1

2.72210.888MD5

Atmega 128

@8MHz (msec)

Atmega 103

@4MHz (msec)

Algorithm

specific response time. In this section we estimate the gate
sizes of cryptographic hardware, i.e. RSA, DH, symmetric
key cryptography and hash functions.

Symmetric key cryptography and hash functions need
up to ten thousand gates if optimizing for area [21, 26].
RSA and the MODP group of DH use the MODP function
gxmod p, whereg is a primitive root number,p is a prime
number andx is a random number. The MODP function for
a 1024-bit prime number requires more than one hundred
thousands gates [3].

Symmetric key cryptography and hash functions are nec-
essary to maintain the privacy and integrity of packets,
even if introducing public key cryptography. It is common
among recent security protocols, e.g. SSL, IPsec [18] with
IKE. In other words, it is inevitable to implement hardware
of symmetric key cryptography and hash functions when
introducing hardware of public key cryptography for low-
end systems. From an economic point of view, we antici-
pate that a security system which uses only symmetric key
cryptography and hash functions will be more scalable than
one using public cryptography, symmetric key cryptogra-
phy and hash functions because smaller gate size is better
for low-end systems.

4. Performance of IPsec

IPsec provides IP packets with privacy and integrity for
protecting communications, and is useful because its en-
forcement is independent from applications. In this section
we estimate the performance of IPsec written in assembler,
which we implemented on a DS80C390. Figure 6 shows the

outbound performance of IPsec ESP whose cryptographic
programs are the same ones used for Figures 4 and 5. In-
bound performance is omitted because both performances
are nearly the same.

The processing time of IPsec (Figure 6) is almost the sum
of the processing time of symmetric key cryptography (Fig-
ure 4) and hash functions (Figure 5). This means that the
greatest part of the processing time is consumed by cryptog-
raphy and hash functions. Please note that the performance
of symmetric key cryptography and hash functions can be
improved as mentioned in Section 2. Therefore, IPsec can
achieve reasonable throughput without cryptographic hard-
ware.
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Figure 6. Outbound performance of IPsec
ESP

5. Choice of the Key Exchange Protocols

It is important for IPsec to share a secret, which is called
IPsec SA (Security Association), between both ends. Key
exchange protocols will be important in facilitating the shar-
ing of a secret if running IPsec on small embedded devices
because these devices do not have a powerful user interface
like a PC, which makes manual keying difficult. IKE, which
has been standardized in IETF7 IPSEC WG, is the most
popular key exchange protocol for IPsec. However, IKE is
not suited to small embedded devices as described in Sec-
tion 2. There is another key exchange protocol for IPsec,
i. e. KINK (Kerberized Internet Negotiation of Keys) [28],
which is in a standardizing process of IETF. We expect that
KINK can work well on small embedded devices because
KINK is based upon Kerberos8 [19], which uses symmet-
ric key cryptography and hash functions only. Please see
Section 6 for more details about KINK.

7IETF (Internet Engineering Task Force): http://www.ietf.org/
8Kerberos is a trademark of the Massachusetts Institute of Technology

(MIT).



6. About KINK

6.1. Features of KINK

IPsec is a security mechanism implemented in the IP
layer which offers per-packet basis authentication, privacy
and integrity. To enable IPsec, both ends must exchange
IPsec SA which includes IP addresses of the both ends, al-
gorithms, shared secret and the lifetime of SA. KINK is a
key exchange protocol to exchange IPsec SA. KINK has the
following features:

• KINK, which is based upon Kerberos, is a key ex-
change protocol to share IPsec SA between both ends.

• Kerberos gives tickets which include authentication
mechanism and session keys, to entities. Both ends
exchanging KINK are authenticated with a Kerberos
ticket whose communications are protected by the
given session key.

• A Kerberos server, i.e. KDC (Key Distribution Cen-
ter), and an entity which uses Kerberos service must
share a secret key. KDC manages identities and shared
secret keys of all devices centrally.

• An identity of Kerberos consists of a principal name
and a realm name insted of an IP address. A prin-
cipal name specifies a name of a device and a realm
name specifies a domain of Kerberos. KINK uses a
DNS-style name, i.e. FQDN (Fully Qualified Domain
Name), as a principal name. Therefore, the identity of
KINK is FQDN@realm name, where @ is a delimiter.
KINK does not presume any naming system. It is an
implementation matter to choose naming systems, e.g.
DNS, some directory system, etc.

• KINK does not mandate public key cryptography since
it is based upon Kerberos.

6.2. KINK Exchange

This section shows an example of KINK’s behavior
which is simplified for explanation. Table 4 shows the play-
ers of the example, where devices X and Y belonging to
realm MY establish IPsec with KINK, a DNS server DNS-
FOO maintains A/AAAA-records of X and Y, and a Ker-
beros server KDC works for realm MY. Figure 7 shows the
network of the example.

It takes three steps to establish IPsec SA between X and
Y using KINK. In the following, IPsec SA will be called
SA, communication between X and Y is protected by IPsec.

Table 4. Example players

Y

X

Player

Device belonging to MY realm

IP address: IPy

Kerberos identity:
Y.FOO.ORG@MY

Secret key: Ky

Device belonging to realm MY

IP address: IPx

Kerberos identity: 
X.FOO.ORG@MY

Secret key: Kx

Description

DNS server for zone FOO.ORG

Managing A/AAAA-records:
X.FOO.ORG: IPx
Y.FOO.ORG: IPy

DNS-

FOO

Kerberos server for  realm MY

IP address: IPkdc

Managing secret keys:
X.FOO.ORG@MY: Kx
Y.FOO.ORG@MY: Ky

KDC

DescriptionPlayer

IP network

X.FOO.ORG@MY: Kx Y.FOO.ORG@MY: Ky

IPkdc

X Y

KDC
DNS-
FOO

X.FOO.ORG@MY: Kx
Y.FOO.ORG@MY: Ky

IPx IPy

X.FOO.ORG: IPx
Y.FOO.ORG: IPy

IPsec

Figure 7. Example network

1. TGT exchange: TGT (Ticket-Granting Ticket) ex-
change is a part of Kerberos exchange. A TGT is re-
quired for any Kerberos service within a specific do-
main, i.e. a realm. (see Figure 8).

2. TGS exchange: TGS (Ticket-Granting Service) ex-
change is a part of Kerberos exchange. A TGS is re-
quired for a peer to establish IPsec using KINK ex-
change. (see Figure9).

3. KINK exchange: X and Y establish SA whose parame-
ters are derived from TGS using KINK exchange. (see
Figure10).

“Request a TGT”,
i am X.FOO.ORG@MY

“Return a TGT”,
Kx{Sx, TGTx}

1.2)  X

1.3)  X

KDC

KDC

•Sx: a session key
•TGTx:Kx{owner is X.FOO.ORG@MY,Sx}

“X” authenticates “KDC” by given “TGTx”.

“X” starts Kerberos exchange.1.1)

1.4)

Figure 8. Kerberos exchange of TGT

7. Proposed System

7.1. System Architecture

Figure 11 is our proposal for a security architecture
which is suitable for control networks. Device-to-device



“X” needs a service ticket to start KINK with “Y”.2.4)

“Request a Ticket”,
peer is Y.FOO.ORG@MY
TGTx
AUTHx

“Return a Ticket”,
Sx{peer is Y.FOO.ORG@MY, Sxy, TICKETxy}

2.5)  X

2.6)  X

KDC

KDC

•Sxy: a session key
•TICKETxy:Ky{owner is X.FOO.ORG@MY, Sxy}

“X” can initiate KINK exchange with “Y” using TICKETxy.3.7)

•Tx: current time of “X”.
•AUTHx:Sx{i am X.FOO.ORG@MY,Tx}

Figure 9. Kerberos exchange of TGS

“Initiate KINK”,
Sxy{SA[IPx

�
IPy]}

TICKETxy
AUTHxy

“Reply KINK”,
Sxy{SA[IPx

�
IPy]}

AUTHyx

3.3) X

3.5) X

Y

Y

AUTHxy:Sxy{i am X.FOO.ORG@MY, Tx}

“X” creates/installs SA[IPx � IPy].

“X” installs SA[IPx
�
IPy].

AUTHyx: Sxy{Tx}

“Y” creates/ installs SA[IPx �IPy]
and installs SA[IPx

�
IPy].

3.2)

3.4)

3.6)

“X” gets an A/AAAA-record (=IPy) of “Y.FOO.ORG” from “DNS-FOO”.3.1)

Figure 10. KINK exchange

communication on IP is protected by IPsec whose key ex-
change protocol is KINK. The Kerberos server gives KINK-
specific tickets to the devices for mutual authentication.
Each device in the system has symmetric key cryptography
and hash functions which can be optionally implemented
by hardware if the device’s computational capabilities are
inadequate. This system requires only symmetric key cryp-
tography and hash functions, and does not need public key
cryptography, e.g. RSA or DH, which are known for their
high computational consumption.

7.2. Pros and Cons of the Proposed System

The proposed system has the following advantages:

• The cost of cryptography (computational cost and gate
size of hardware) of this system is smaller than one
which introduces public key cryptography. This means
that this system can be applied on lower end devices.

• All shared secrets are stored in Kerberos server(s),
which makes the entire system manageable.

The system has the following disadvantages:

• The system must introduce Kerberos server(s) which
can increase management cost of control systems, es-
pecially security management. The major premise of

Kerberos
Server

Control Network over IP

End
device

End device

End
device

Device-to-device communication:
•transported by IP
•protected by IPsec, whose key
exchange protocol is KINK

Kerberos gives tickets to devices
for their mutual authentication

Devices having
symmetric key
cryptography &
hash functions
which might
be hardware
implemented

Figure 11. Proposed System

the proposed system is that every kerberos server and
device is tamper-resistant. If a secret key in a device is
stolen, it will be easy to impersonate the device. If a
database in a Kerberos server is stolen, it will be easy
to impersonate any device.

• A Kerberos server can be a single point of failure.
However, it is not difficult to make Kerberos servers
redundant because Kerberos’s database is updated in-
frequently [17] and serveral implementation supports
distuributed database, e.g. LDAP (Lightweight Direc-
tory Access Protocol) [13].

• Another concern is interoperability with servers or
PCs. When they can speak IP, IPsec and IKE are com-
monly used, but KINK is not at this moment. How-
ever, it is not difficult to implement KINK for them
because KINK is a simple protocol whose specifica-
tion has been opened to the public by IETF.

From a practical point of view, we deem the disadvan-
tages to be acceptable or surmountable. We are currently
developing a prototype system to estimate its validity.

8. Related Work

Related works concerning cryptographic performance on
embedded CPUs are shown in Section 2. This section shows
other related work which which deal with the usability of
embedded devices from a system security viewpoint.

• It is the essential that Kerberos share a secret key be-
tween Kerberos server and a device securely. How
should the key be installed in the device? There are
two ways to install the key. One is to ship a device with
the key of factory default. The other is to create/install
the key by the customer/user.



In the former case, the factory default key has caused
many security issues, e.g. well-known secret or leak-
age. In the latter case, the key must not be changed
by an unauthorized person although the capability of
devices are limited, e.g. limited CPU power, user in-
terface or communication channel. Theresurrecting
ducklingsecurity policy model [27] gives us hints for
the issue.

• Our proposed architecture presumes that every device
knows appropriate KDC and naming system. But how
can they know those? Manual installation will not
work if there are a huge number of devices. The au-
thors are studying a secure bootstrap mechanism [15]
which is based upon the proposed architecture.

9. Summary

We have shown a security architecture which is suited to
control networks by satisfying the following requirements
(see Section 1 for more details):

1. The architecture enables end-to-end security.

2. The architecture can be implemented as application in-
dependent.

3. The architecture is suited to low-end CPUs or small
embedded devices.

One of the important points of this study is the perfor-
mance evaluation of real systems because competition be-
tween IPsec and KINK for cryptographic hardware can stall
the system’s throughput. That will be done on the prototype
system which we are currently developing.
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