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Abstract

There are many kinds of control networks which have been used in various non-IP network areas, such as in
buildings, plants and vehicles. These do not incorporate reasonable security mechanisms as they have been
mainly used for closed networks. Recently the security of control networks is becoming important because of the
popularization of the Internet, the deployment of wireless technologies and the security requirements of such
infrastructures. One of the important issues is that the small embedded devices commonly used in control
networks for security mechanisms might become overloaded because of their performance limitations. This
paper shows security mechanisms which can suit small devices in control networks, assuming that IP is applied
to the control networks.
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1 Introduction algorithms in Section 2, cryptographic hardware in Sec-
tion 3, IPsec performance in Section 4, IPsec’s key ex-

Control networks are different from IP (Internet Protd=N@nge protocols in Section 5, and proposes a security

col) with regard to their history, purposes and technolgYStem in Section 6.

gies. Control networks do not have reasonable security

mechanisms because they have been used for closed

networks such as buildings, plants or vehicles. How2 ~Performance of Cryptography

ever, security is becoming more important for control

networks because a) many non-IP networks have toHge computational cost of cryptography must be rea-
connected to the Internet, b) wireless technologies esonable for low-end CPUs, i.e. 8-bit or 16-bit CPUs,
pose closed networks to traffic. One of the importamthich are common among control networks. In this
issues is that the small embedded devices commoadction we estimate the computational cost of RSA (the
used in control networks for security mechanisms migRISA algorithm) which is usually used for authentica-
become overloaded. This paper shows security mectian, DH (the Diffie-Hellman key exchange) which is
nisms which are suitable for small devices in the consually used for generating session keys, and symmet-
trol networks, assuming that IP is applied to the controt key cryptography and hash functions which are usu-
networks. This paper evaluates popular cryptograplalty used to provide data with privacy and integrity for



protecting communications.
First, Figures 1 and

cret value and a public value) and the generating time
2 show the encrypwfa DH shared value for each bit length of prime num-

ing/decrypting time of RSA run on a 16-bit CPUbers. However, it excludes the generating time of the

i.e.

H8/3048 [1] which is a popular low-end CPUlprime number and the primitive root number. This pro-

in Japan [2]. This program was ported from GnuP@am is an original code based upon arithmetic libraries
1.0.7 [3] to the CPU. The results do not include the GnuPG 1.0.7 [5]. The figures show that DH is not
padding specified by PKCS#1 [4] because our pisuited to low-end CPUs because it takes several min-
pose is to show the essential computational cost wks for DH processing.

RSA. Therefore, encrypting time is relative to data size,

whereas decrypting time is constant. Both figures sh
that RSA is not suited to low-end CPUs because it tak
several minutes to decrypt a secret.

RSA encryption time — average of 30 samples
(H8/3048, 16-bit CPU, 16MHz, 512KB, GnuPG)
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DH processing — average of 30 samples
(H8/3048, 16-bit CPU, 16MHz, 512KB, original code w/ GnuPG)
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Figure 3: Performance of DH exchanges

150 200 250
Data size (bits)
‘+key: 1024bits = key: 2048bits‘

50 100 300

Third, Figure 4 shows the performance of symmetric
key cryptography (AES-238 CBC and 3DES CBC) run
upon a 8051-compatible 8-bit CPU, i.e. DS80C390 [6].
The 8051 architecture is also popular low-end CPU.
Figure 5 shows the performance of hash functions
(MD5 and SHA1). These programs are original code
written in assembler. Figure 4 shows that it takes sev-
eral seconds to encrypt/decrypt 1000 bytes of data. Fig-
ure 5 shows that it takes about one second to generate a
hashed value from 1000 bytes of data. The figures show
that low-end CPUs cannot achieve reasonable through-
put if applying symmetric key cryptography and a hash
function to protect communication.

Figure 1: Encrypting performance of RSA

RSA decryption time — average of 30 samples
(H8/3048, 16-bit CPU, 16MHz, 512KB, GnuPG)
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3 Cryptographic Hardware

Section 2 showed that cryptographic means with com-
putational capabilities that are very limited do not suit
Second, Figure 3 shows the performance of DH rlow-end CPUs. One solution is to introduce crypto-
on H8/3048. This estimation uses MODP (modular egraphic hardware. In this section we estimate the gate
ponentiation) groups, which is deemed mandatory bizes of cryptographic hardware, i.e. RSA, DH, sym-
IKE (the Internet Key Exchange) [11], rather than emetric key cryptography and hash functions.
liptic curve groups which is not mandatory for IKE, be- Symmetric key cryptography and hash functions
cause we are assuming that IKE may be introducedrteeds up to ten thousand the gates if optimizing for
the security system. The processing time in the figuaeea [7, 8]. RSA and the MODP group of DH use the
is the sum of the generating time of a DH pair (a sédODP functiong®mod p, whereg is a primitive root

Figure 2: Decrypting performance of RSA



AES/3DES processing time — average of 30 samples 4 Pe rforman Ce of I Psec

(DS80C390, 8-bit CPU, 36MHz, 1MB, original code)

IPsec provides IP packets with privacy and integrity for
el protecting communications, and is useful because its
£ 2000 - enforcement is independent from applications. In this
S 1500 section we estimate the performance of IPsec written
1000 | in assembler, which we implemented on a DS80C390.
£ 50 Figure 6 shows the outbound performance of IPsec

o 4/‘ ESP [10] whose cryptographic programs are the same
0 200 400 600 800 1000 1200| ones used for Figures 4 and 5. Inbound performance is

Data size (bytes)
[+~ AES-128 CBC —=- 3DES CBC]

omitted because both performances are almost same.
The processing time of IPsec (Figure 6) is almost the
Figure 4: Performance of symmetric key cryptograph§um of the processing time of symmetric key cryptog-
raphy (Figure 4) and hash functions (Figure 5). This
means that the greatest part of the processing time is
consumed by cryptography and hash functions. There-
fore, any security mechanism like IPsec faces the same

Hash processing time — average of 30 samples

(DSBOC390, 8-bit CPU, 36MHz, 1MB, original code) performance degradation, and cryptographic hardware
900 can improve the performance.
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Figure 6: Outbound performance of IPsec ESP
numberpis a prime number arndis a random number.
The MODP function for a 1024-bit prime number needs

more than one hundred thousands gates [9]. 5 A Choice of the Key Exchange

Symmetric key cryptography and hash functions are  Protocols
necessary to maintain the privacy and integrity of pack-
ets, even if RSA or DH is introduced. This is commoh is important for IPsec to share a secret between both
for recent security protocols, e.g. SSL, IPsec with IKEEnds. Key exchange protocols will be important in facil-
In other words, it is inevitable to implement hardware afating the sharing of a secret if running IPsec on small
symmetric key cryptography and hash functions whembedded devices because these devices do not have a
introducing hardware of RSA or DH for low-end syspowerful user interface like a PC, which makes man-
tems. From an economic point of view, we anticipateal keying difficult. IKE, which has been standardized
that a security system which uses only symmetric kay|IETF IPSEC WG, is the most popular key exchange
cryptography and hash functions will be more scalalyeotocol for IPsec. However, IKE does not suit the
thatn the one using public cryptography, symmetric keynall embedded devices described in Section 2. There
cryptography and hash functions because smaller gatanother key exchange protocol for IPsec, i. e. KINK
size is better for low-end systems. (Kerberized Internet Negotiation of Keys) [12], which



is in a standardizing process of IETF. We expect thatThe one of important study items is the performance

KINK can work well on small embedded devices besvaluation of real systems because competition between

cause KINK is based upon Kerberbgl 3], which uses IPsec and KINK for cryptographic hardware can stall

symmetric key cryptography and hash functions onlythe system’s throughput. That will be done on the pro-
totype system which we are developing.
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